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Data Protection Checklist 
If you are purchasing software, services, or SOE IT products, you must complete this form. 

Instructions: Determine if your request involves sensitive information, complete the appropriate section below, obtain 
approvals, and attach this form, along with any needed documentation, to your purchase requisition. 

No Sensitive (Tier 2 or 3) Information 

 The product/service will not receive, store, transmit, or have access to sensitive information, including FERPA. 

Sensitive Information Checklist (skip the next two items if no SI) 

 The product/service will receive, store, transmit, or have access to sensitive information. Complete this checklist to 
determine which approvals you must obtain. 

Core Requirements - for all types of sensitive information 
All requests that involve Tier 2 or 3 information have two core requirements that you must complete. 

Requirement Information ServiceNow or other Reference Completed Date 
1. Risk Assessment safecomputing.unc.edu 
2. Data Governance Review datagov.unc.edu

Additional Requirements - for specific types of sensitive information 
Some types of sensitive information have additional requirements. If your request involves the types of information below, 
you must complete the associated requirement(s) in addition to the core requirements. In the first column, enter Y or N to 
indicate whether each data type is involved in this request. 

Y/N Data Type Requirement When Contact Completed 
Credit Card CERTIFI Committee Approval As early as 

possible 
CERTIFI committee, 
certifi@unc.edu  

Protected 
Health Info (PHI) 

Business Associate Agreement 
(BAA) with vendor 

Once vendor is 
selected 

Your unit’s Privacy Liaison or 
Purchasing.* 

*If your unit does not have a Privacy Liaison, contact the Privacy Office at privacy@unc.edu.

Digital Accessibility 
Digital accessibility is a practice ensuring that content, resources, and technology communicated electronically can be used regardless of 
ability, disability, or assistive technology. For purchases/renewals over $5,000 and user base greater than 100 people, a Voluntary Product 
Accessibility Template (VPAT) is required from the vendor. (A VPAT is always strongly recommended.)* 

☐ I have received and reviewed a VPAT from the vendor  ☐ I was not able to obtain a VPAT
*For assistance or training regarding review of VPAT, or if the product/service does not meet all accessibility requirements,
contact the Digital Accessibility Office.

Attestations 

RESPONSIBLE PARTY:  I attest that I have provided complete and correct information on this form to the best of my 
knowledge. I understand that my unit is financially and otherwise responsible if procured products or services do not meet 
accessibility, security, or other requirements. This may include ceasing use of a product or service if accessibility or security 
issues cannot be resolved. 

IT DIRECTOR:  I attest that to the best of my knowledge this procurement has all required technical support to ensure 
security requirements are met, that the responsible party has needed processes for access control, vendor management, and 
other technical policy requirements in place such that the product or service can operate in compliance with IT and Digital 
Accessibility policies.  

_____________________________ ___________________________________ 
Responsible Party Name and Title School/Dept/Division IT Director name and Title 

Responsible Party Name(s): ____________________________________        

Department: ______________________________Date______________ 

Vendor: ________________________Product:_____________________ 

http://go.unc.edu/DataProtectionChecklist
https://safecomputing.unc.edu/data/sensitive-information/
https://safecomputing.unc.edu/data/risk-assessments/
https://datagov.unc.edu/
mailto:certifi@unc.edu
mailto:privacy@unc.edu
https://digitalaccessibility.unc.edu/resources/procuring-accessible-digital-material/
https://digitalaccessibility.unc.edu/resources/procuring-accessible-digital-material/
https://digitalaccessibility.unc.edu/


Updated 8/1/2023 

Information Tiers

Vendor Name: 

Product Name: 

Signature
I attest that I have provided complete and correct information on this form to the best of my 
knowledge. 

School of Education 
Department/Group

Instructions: Please review the website linked below and indicate what Tier of information is involved in 
your use of the product. Then, complete the rest of the form and attach it (along with any other needed 
documentation) to your purchase request. 

Tier 0: Public Information

Tier 1: Business Information

Tier 2: Confidential Information

Tier 3: Restricted Information

Information Tiers: https://go.unc.edu/InfoTiers 

Owner, Administrator, or Contact:
(if different than Responsible Party)

Brief description of data housed or transmitted through this platform/service/software
with reasoning on what classifies the data as the tier you selected:



Data System Administrator Responsibility Form 2024.8 

• Responsible Persons: Individuals in control of an IT system or vendor relationship are tasked with
implementing the necessary controls to meet the MSS requirements.

A core policy that must be maintained is the UNC Minimum Security Standard: 

The University has organized the controls into three "University Information Security Baseline Protection 
Levels" to account for varying obligations based on data sensitivity and system context. The protection 
obligations for a system determine its protection level.  

 Low protection obligations and level: For systems with public or low-risk information, focusing on
basic security hygiene to protect other systems and the University environment. They are not “IT
infrastructure” that other IT systems rely on. Units do not consider these systems “critical.”

 Moderate protection obligations and level: For systems processing, storing, or transmitting data that
must be confidential to the organization.
NOTE: Tier 2 data is “Confidential.”

 High protection obligations and level: For systems processing, storing, or transmitting up to Tier 3 data
that has a “need to know” obligation.  This includes “Critical IT infrastructure.” The University
Information Security Office (ISO) may designate systems as High regardless of unit determination.

I, _________________________, agree to meet the above requirements for the system or vendor 
relationship above. I am the Responsible Person or System Administrator for as well as the Accessibility of 
Digital Content and Materials Standard for UNC-CH.  

_____________________________ 

Responsible Person Signature

___________________________________ 

School/Dept/Division IT Director Signature

If EdIT services or ITS will be managing the platform and vendor relationship, the page is not required. 

I , __________________________, am the Responsible Person and/or the System Administrator for the 
______________________ system and take responsibility to ensure it complies with University policies as well 
as State and Federal laws. 

Per Information Security Controls Standard for UNC-CH: 

https://policies.unc.edu/TDClient/2833/Portal/KB/ArticleDet?ID=131245
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UNC Information Security Office 

August 1, 2023 

To: Brian Nussbaum, Director of Information Technology at School of Education.
From: Paul Rivers, AVC and Chief Information Security Officer for UNC Chapel Hill 

Re: Clarification of security responsibilities and the Data Protection Checklist  

Under the authority delegated to me by the UNC Chapel Hill Chancellor to oversee the UNC 

security program and sign documents necessary for the management of this program, I am 

writing to you to clarify the meaning of security responsibility with respect to the Data 

Protection Checklist. 

At UNC Chapel Hill, the cabinet member is accountable for the cybersecurity posture within 

that unit. For School of Education, this accountable person is the Director. The accountable

person must set overall unit priorities and allocate resources within the unit to manage the 

cyber risks of that unit consistent with UNC security policies and standards.  

At UNC Chapel Hill, a person is responsible for cybersecurity if and only if that person has direct 

operational control of the technology, inclusive of control of a vendor relationship for a vendor 

providing a technology service to UNC.  Security responsibility may not be separated from 

control. The meaning of responsibility for cybersecurity is the person who must perform the 

operational actions required to maintain the UNC security standards, which includes managing 

the vendor relationship for third party IT services. Every technology and IT service, whether 

operated at UNC or provided by a third party, must have a UNC faculty or staff member who is 

responsible in this sense. 
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The current procurement process at UNC requires a signature on Data Protection Checklist 

(DPC) from SOE. When you sign the DPC, there are two cases. In case one, you (or the teams 
reporting to you) have direct operational control, and thus you are responsible for the security 

of the technology or IT service. In the second case, you do not have this control, and thus you 

are not responsible for the operations and hence security of the technology or IT service. 

What your signature indicates in this second case is that you have performed a basic triage 

function on behalf of the Dean to identify cases where a deeper look by your team on behalf of 

the accountable person (i.e. – the SOE director) may be warranted to ensure UNC standards

are maintained. This triage process is a due diligence check; you are not providing a guarantee 

that the standards are met and maintained, nor are you assuming responsibility for the security 

of the technology or service in question. Responsibility remains with the individual who has the 

requisite operational control of the technology or vendor in every case. 

Regards, 

Paul Rivers 

Chief Information Security Officer 

UNC Chapel Hill 
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